
IdentityForge’s certified exentensible Management Agents enhance
Microsoft Forefront Identity Manager 2010 by integrating Mainframe, 
iSeries, ERP and OS target systems.  The technology built on .NET 
working in concert with IdF’s Advanced Adapter series presents the 
enterprise with a harmonious interaction between the many supported
environments. IdF Management Agent securely provides native support
for the bi-directional administration of user and group profiles, password
synchronization and auditing. The relationship also provides 
reconciliation services and synchronization services between the IdF 
Advanced Adapters and Microsoft Forefront Identity Manager 2010, 
ILM, or MIIS.

The IdF Advance Adapters are tightly integrated with the IdF 
Management Agent allowing Forefront Identity Manager 2010, ILM, or
MIIS to reconcile state-based full and delta imports along with real-time
password synchronization for ease of population of target based system
id’s and profiles.

The IdF Advanced Adapters comprise of two components, the LDAPv3 
Gateway and a Target System Agent (Pioneer and Voyager Agents). 
Both agents work together with the IdF LDAPv3 Gateway client allowing
the Mainframe, ERP or other supported target system, to communicate
natively with the IdF management agent. This elegant design provides
the seamless communication between the two systems.

Key Features

Authentication

User Security Management

Password Management

Group Management

Role Manager Integration

Enhanced Performance

Audit & Compliance

Standard MA Integration

Full & Delta Import/Syncs

Supported Adapters

IBM-RACF

IBM-iSeries (AS400)

CA-TOP SECRET

CA-ACF2

SAP ERP Central Component

Red Hat Enterprise Linux

Solaris

HP Non-Stop Tandem

IBM-AIX

IdF Adapter Suites

Express Edition

Enterprise Edition
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Figure 1.0 IdentityForge FIM MA Overview

DIRECTORY

SERVICES

IDENTITY

MANAGEMENT

ROLE

MANAGEMENTBIOMETRICS

LDAPv3 PROTOCOL

L
D

A
P

v
3

 P
R

O
T
O

C
O

L

T
C

P
/

I
P

 E
N

C
R

Y
P

T
I
O

N

PIONEER

AIX OS

IDF LDAP GATEWAY

LINUX OS

SOLARIS OS

PIONEER

VOYAGER

BAPI

EXIT

RACF

ACF2

TOP SECRET 

AS400

IDF MA

SAP ECC

SAP HR

HP TANDEM OS



2

User Management Features

AUTHENTICATE USER WITH ID & PASSWORD

CREATE, UPDATE, & DELETE USER/LOGIN ID

RESET USER PASSWORD

ENABLED/DISABLED USER

ASSIGN/UN-ASSIGN USER TO GROUP

ASSIGN/UN-ASSIGN USER TO ROLE

Full Import Reconciliation Features

RETRIEVE ALL USERS

RETRIEVE ALL GROUPS

RETRIEVE ALL DATASETS/RESOURCES

RETRIEVE ALL CUSTOM ATTRIBUTES

IdentityForge Advanced Adapters for Microsoft FIM
http://bit.ly/lfsIc7

More Information:

Group Management Features

CREATE, UPDATE, & DELETE GROUPS

ASSIGN/UN-ASSIGN USER TO GROUP

ENABLED/DISABLED GROUPS

ASSIGN/UN-ASSIGN GROUPS TO ROLE

Delta Import Reconcilation Features

USERS CHANGES (INCL. DELETES)

GROUP CHANGES

Password Management Features

SELF-SERVICE CHANGE PASSWORD

ADMIN PASSWORD RESET

PASSWORD CAPTURE SYNCHRONIZATION

PASSWORD POLICY ENFORCEMENT

System Management Features

z/OS ALIAS MANAGEMENT

DATASET/RESOURCE MANAGEMENT

ACCESS & RESOURCE RULES

Enhanced Functionality

“REAL-TIME” COMPLIANCE AUDITING

CUSTOM ATTRIBUTE & COMMAND SUPPORT

POST-PROCESSING EXECUTION

CUSTOM APPLICATION INTEGRATION
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